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Executive Summary

1. The results of FATF Mutual Evaluations indicate that jurisdictions find it
challenging to achieve a satisfactory level of transparency regarding the beneficial
ownership of legal persons. This best practice paper aims to provide suggested
solutions, supported by cases and examples of best practices from delegations, in
response to challenges faced by delegations in implementing FATF Recommendation
24,

2. As stated in Interpretative Note to R.24, countries should use one or more of
mechanisms (the Registry Approach, the Company Approach and the Existing
Information Approach) to ensure that information on the beneficial ownership of a
company is obtained by that company and available at a specified location in their
country; or can be otherwise determined in a timely manner by a competent
authority?.

3. 5 echoes that
jurisdictions using a single approach is less effective in making sure that competent
authority can obtain accurate and up-to-date BO information to in a timely manner.
Instead, a multi-pronged approach using several sources of information is often
more effective in preventing the misuse of legal persons for criminal purposes and
implementing measures that make the beneficial ownership of legal persons
sufficiently transparent. The variety and availability of sources increases
transparency and access to information, and helps mitigate accuracy problems with
particular sources.

4, Under a multi-pronged approach, competent authorities can gain access to
information on beneficial ownership through different sources. They can also ensure
the accuracy of information by cross-checking. It is also easier for key stakeholders
(including companies, directors, shareholders, obliged parties such as Fls and
DNFBPs) to identify incorrect beneficial ownership information in their database by
looking up different registers or requesting information from different sources. This
will then trigger the obliged party to seek clarifications from the companies, and if
necessary, report suspicious activities to competent authorities. Therefore, such
approach encourages key stakeholders to fulfil their obligations through peer
interaction and supervision.

5. This paper then identifies the following suggested key features of an effective
system (Section 5): a) Risk assessment; b) Adequacy, accuracy and timeliness of
information in beneficial ownership; b(i) Obliged parties to verify or/and monitor the
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6. The case examples covered in the best practice paper should be considered in
the context of their national system. For jurisdictions that have undergone mutual
evaluations, their case examples have been checked against their respective mutual
evaluation reports and take into account the latest development in the jurisdiction as
far as practicable. It should also be noted that some cases are provided by countries
which have not yet undergone mutual evaluation to date, but they are included based
on their relevance. Readers are advised to bear this in mind when drawing reference
to these examples.

7. This best practice paper also puts forward suggestions on ensuring authorities
can access getting information on beneficial ownership of overseas entities
(Section 6).



Section | - Introduction and key concepts

This paper should be read in conjunction with the following, which are
available on the FATF website: www.fatf-gafi.org.

a) The FATF Recommendations, especially Recommendations 1, 2,
10, 11, 20, 22, 23, 24, 26, 27, 28, 30, 31, 34, 35, 37, 40 and their
Interpretive Notes (INR), and the FATF Glossary

b) FATF Guidance on Transparency and Beneficial Ownership
(October 2014)

c) The Joint FATF and Egmont Group Report on Concealment of
Beneficial Ownership (July 2018)

d) The FATF Horizontal Study: Enforcement and Supervision of
Beneficial Ownership Obligations

Background and context

8. In 2003, the FATF became the first international body to set international
standards on beneficial ownership. In 2012, the FATF strengthened its standards on
beneficial ownership, to give more clarity about how countries should ensure
information is available, and to deal with vulnerabilities such as bearer shares and
nominees. The revised standards also clearly distinguish between basic ownership
information (about the immediate legal owners of a company or trust), and beneficial
ownership information (about the natural person(s) who ultimately own or control
it). They also clarify that having accurate and up-to-date basic information about a
legal person or legal arrangement is a fundamental prerequisite for identifying the
ultimate beneficial owners, and require countries to provide international co-
operation in relation to ownership information.

9. The FATF further published the Guidance on Transparency and Beneficial
Ownership in 2014 to explain what the FATF Standards require. This guidance paper
gives a step-by-step guide on how to access publicly available information on legal
persons and legal arrangements, and establish procedures to facilitate information
requests from foreign counterparts.

10. However, effective implementation of these measures is still challenging. At
the time of publication, 25 FATF members have been assessed since the FATF
Standards were strengthened in 20122 For R.24, only 11 out of 25 were rated as
largely compliant, 12 were rated as partially compliant and 2 were rated as non-
compliant. For 10.5, only 4 out of 25 countries attained a substantial level of
effectiveness in preventing the misuse of legal persons and arrangements, 17 attained
a moderate level of effectiveness and 4 attained a low level of effectiveness.

2

Consolidated assessment ratings, FATF www.fatf-gafi.org/media/fatf/documents/4th-

Round-Ratings.pdf
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http://www.fatf-gafi.org/publications/fatfrecommendations/documents/transparency-and-beneficial-ownership.html
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compliance and provides advice on how to implement chosen approaches in the most
effective way.

Scope of the paper

18. In order to keep the scope of this project achievable, this paper will focus on
beneficial ownership of legal persons (not of legal arrangements such as trusts).

19.  The implementation of R.24 and 10.5 also hinges on the effectiveness of other
FATF Recommendations (paragraph 44 refers). Although the discussion of the paper
will touch on other FATF Recommendations, this paper will only cover examples of
best practices that are directly related to approaches associated with transparency of
beneficial ownership under R.24 and measures on preventing misuse of legal persons
by criminals under 10.5.
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Section Il - Objectives

Existing
(ompany Information
Approach Approach

SIS o bz S
R s S

FATF requirements

20. Under R.24, countries should take measures to prevent the misuse of legal
persons for ML/TF. Countries should ensure that there is adequate, accurate and
timely information on the beneficial ownership and control of legal persons that can
be obtained or accessed in a timely fashion by competent authorities. In particular,
countries that have legal persons that are able to issue bearer shares or bearer share
warrants, or which allow nominee shareholders or nominee directors, should take
effective measures to ensure that they are not misused for ML/TF. Countries should
consider measures to facilitate access to beneficial ownership and control
information by financial institutions (FIs) and designated non-financial businesses
and professions (DNFBPs) undertaking the requirements as set out in R.10 and 22.

21. In relation to beneficial ownership information, countries should ensure that
either information on the beneficial ownership of a company is obtained by that
company and available at a specified location in their country; or can be otherwise
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determined in a timely manner by a competent authority”. In order to meet such
requirement, countries should use one or more of the following mechanisms® A

a) requiring company registries to obtain and hold up-to-date information on the
3 T Ok

b) requiring companies to obtain and hold up-to-date information on the

§
to obtain and hold up-to- i
ownership (the Company Approach);

c) using existing information (the Existing Information Approach), including:

i. information obtained by FIs and/or DNFBPs, in accordance with R.10 and
22;

ii. information held by other competent authorities on the legal and BO of
companies;

iii. information held by the company as required; and

iv. available information on companies listed on a stock exchange, where
disclosure requirements ensure adequate transparency of beneficial
ownership.

22, Regardless of which of the above mechanisms is used, R.24 specifically
requires countries to establish mechanisms to ensure that companies co-operate with
competent authorities to the fullest extent possible in determining the beneficial
owner. Under the existing R.24, countries have three options for facilitating such co-
operation which may be used alone or in combination®:

a) Require companies to authorise at least one natural person resident in the
country of incorporation to be accountable to the competent authorities for
providing all basic information and available beneficial ownership
information, and giving further assistance to the authorities as needed.

b) Require companies to authorise a DNFBP in the country to be accountable to
the competent authorities for providing such information and assistance.

0) _ ;
co-operation.

23.  The FATF Guidance on Transparency and Beneficial Ownership’ states that

the FATF Recommendations recognise these different mechanisms and the need to

provide flexibility for countries to implement the requirements in a manner that

corresponds with their legal, regulatory, economic and cultural characteristics.

6" 0 i i than natural persons,
that can establish a permanent customer relationship with a Fl or otherwise own property.
This can include companies, bodies corporate, foundations, anstalt, partnerships, or
associations and other relevantly similar entities that have legal personality. This can
include non-profit organisations (NPOs) that can take a variety of forms which vary
between jurisdictions, such as foundations, associations or cooperative societies.
Interpretative Note to R.24, para. 7 and 8, FATF (2013a).

Interpretive Note to R.24, para. 9, FATF (2013a).
Guidance on Transparency and Beneficial Ownership, para. 38, FATF (2014).



12|

Whichever mechanism(s) is used, the fundamental requirement relating to beneficial
ownership information remains the same. Countries should ensure that either:

a) information on the beneficial ownership of a company is obtained by that
company and available at a specified location in their country; or

b) there are mechanisms in place so that the beneficial ownership of a company
can be determined in a timely manner by a competent authority?®.

24. Countries may choose the mechanisms they rely on to achieve the objective of
preventing the misuse of legal persons for ML/TF
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Section 111 - Common challenges

assessment of possible !m 417 laundering & terrorist
LI S LA LM

Common challenges faced by countries

30. Based on the reviews conducted in the fourth round of FATF mutual
evaluation, the FATF has identified the following common challenges faced by
countries in implementing measures on beneficial ownership, including:

a) Risk assessment — Inadequate risk assessment concerning the possible
misuse of legal persons for ML/TF, e.g.

i. Notall types of legal persons were covered in the risk assessment.

ii. Relevant risk assessment was not consistent with the results of national
risk assessments.

iii. Only domestic threats and vulnerabilities associated with legal persons
incorporated were considered.
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iv. Registries, companies, FIs, DNFBPs and competent authorities might not
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d) Bearer share and nominee shareholder arrangements — Insufficient risk

mitigating measures in place to address the ML/TF risk posed by bearer share
and nominee shareholder arrangements e.g.

i. When bearer shares and share warrants were allowed in the countries, the
ownership of bearer shares and share warrants was not sufficiently
transparent and readily accessible by competent authorities.

ii. The use of nominee shareholder obscured the ultimate control and
ownership of the companies.

Fines and sanctions A Lack of effective, proportionate and dissuasive
sanctions on companies which failed to provide accurate and up to date
information on beneficial ownership (e.g. companies providing false
information to
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directors®®. The basic information held by registries should be made publicly
available?® to facilitate timely access by Fls, DNFBPs and other competent authorities.

35. A well-resourced and proactive company registry holding beneficial
ownership information can be an effective mechanism because it provides a useful
basis for competent authorities to access to such information. Other information
agents and the public can also gain access to the information on beneficial ownership
for cross-checking and verification.

36.  The role of company registries varies greatly from country to country, as does
the level and quality of information obtained on companies. The following are the
implement i 8

a) The objectives of company registry may not be broad enough to cover the role
of collecting, verifying/monitoring and maintaining information on beneficial
ownership, leading to that:

i. the company registry plays a passive role, acting as repositories of
information or documents, rather than undertaking verifying and
monitoring or other measures to ensure that the information they receive
is accurate.

ii. the company registry may not be obliged to conduct AML/CFT activities
and its relevant performance may not be supervised.

iii. there may also be lack of sanction powers/insufficient sanctions for
missing/incorrect/false information.

iv. the provision of information on beneficial ownership to the company
registry may not necessarily be made a condition for incorporation.

v. the company registry does not keep information of ultimate beneficial
ownership, but only the immediate legal ownership of the company.

b) There may be a lack of mechanisms for ensuring that the information provided
to the company registry is accurate and up to date.

c) There may be a lack of interface with other sources of information agents
and/or other authorities and this may hamper the effectiveness of cross-
checking.

d) Company registry may not have sufficient human and capital resources to
enable it to undertake the additional functions of collecting,
verifying/monitoring and maintaining information on beneficial ownership.

37. Most of the challenges in implementing the Registry Approach originate from
the institutional level A whether the registry is established to collect accurate and
updated information on beneficial information, whether it is empowered to do so and
to perform its roles with sufficient resources.

38.  Countries that make use of registers of beneficial ownership information
should consider the resources and expertise that will be required in order to maintain
these, and to ensure that the information recorded in the register is adequate,

15
16

Interpretive Note to R.24, para. 5, FATF (2013a).
Interpretive Note to R.24, para. 12, FATF (2013a).
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accurate, and up-to-date, and can be accessed in a timely manner®’. This is also true
for the maintenance and supervision of company registries.

39. If the objective of the company registry is not well defined and the power and
responsibilities of the company registry are not clear enough, the company registry
will not be able to collect the right information in order to meet the objective. Without
sufficient resources, the effectiveness of the company registry will also be
compromised.

Company Approach

40.  Another element that can help implement R.24 is the Company Approach.
Countries should require companies themselves to obtain and hold up-to-date
information®® on beneficial ownership by maintaining a list of shareholders or
members, and keeping it up-to-date. Companies should also keep updated the list of
their representatives, including their roles, functions and authority®.

41, Below are some problems which have been encountered in countries seeking
to follow/rely on this approach for countries taking this approach:

a) Shareholder registers contain information on legal ownership, but not
necessarily on beneficial ownership.

b) There is a lack of regulatory framework or mechanism to require and ensure
that the beneficial ownership information collected by companies is accurate
and up-to-date. For example,

i. companies may not have sufficient powers to require updated information
from their shareholders, including the power to request information on
beneficial ownership at any time. Shareholders may not be required to
notify the company within a set time period when there are changes in
ownership or control.

ii. shareholders may not be required to disclose the names of person(s) on
whose behalf shares are held.

iii. companies may not have sufficient powers to impose sanctions for
shareholders failing to respond or provide false information.

iv. law enforcement entities may find it difficult to enforce the requirements
if these have to be implemented by non-resident subjects (e.g. directors),
in particular when they cease to carry out their functions.

¢) Itisdifficult for companies to verify or/and monitor the information received
from their shareholders, as well as to up-to-date the information.

d) It is difficult for competent authorities to obtain information on beneficial
ownership without alerting the company of a potential investigation.

42.  As an alternative, countries may also require companies to take reasonable
measures to obtain and hold up-to-date information on their beneficial ownership.
j A establish a clear and practical framework

17

18
19

The Joint FATF and Egmont Group Report on Concealment of Beneficial Ownership (July
2018)

Interpretive Note to R.24, para. 4, FATF (2013a).

Interpretive Note to R.24, para. 3, FATF (2013a).
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to set out the scope of reasonable measures. The difficulties lie in that the extent to
which companies take measures to obtain and hold up-to-date beneficial ownership
information should be proportionate to the level of ML/TF risk or complexity induced
by the ownership structure of the company or the nature of the controlling
shareholders. It is difficult for companies to perform their obligations if

j are not well-defined and well-articulated to companies according to the

risk levels involved for each type of legal persons.

43, If countries choose to implement this mechanism, countries should identify
and assess the ML/TF risks associated with legal persons to enable it to implement a
risk-based approach as required by R.1 and 24. junderstanding
of ML/TF risks through a comprehensive risk assessment, countries should then
establish a legal or enforceable framework setting forth a mechanism governing how

i § -to-date beneficial
ownership information.

44, In addition to the fundamental challenge on understanding ML/TF risks of
different legal persons, another challenge is that the companies are usually not
obliged/empowered/motivated to seek to apply rem2nictions against sharehdkrs for
failure to provide BO information.

45. In this case, countries should put in place a legal framework which requires
and enables company to obtain updated and accurate beneficial ownership
information through enforceable means e.g. seek information through appropriate
courts or authorities, imposing restriction in relation to shareholder voting rights, or
the sale of shares. The provision of false information by shareholders should also be
subject to dissuasive administrative or criminal sanctions. Countries should also
make sure that companies and shareholders are aware of their obligations. The
authorities can provide guidance to companies or shareholders explaining their
obligations, and make this guidance publicly available.

46. Last but not least, the legal framework should also govern that companies

should provide lists of shareholders and beneficial owners to competent authorities

upon request in a timely manner. Failure by a company to provide the information to

authorities is subject to sanctions, which may include administrative penalties or

restrictions on incorporation. Where lists of shareholders and beneficial owners are
3 H

liable for the obligations.

Existing Information Approach

47, Countries may also implement R.24 by using existing information collected on
the beneficial ownership of corporate entities to identify beneficial owner. Possible
sources of information include company registries and other types of registries (such
as, land, motor vehicle and moveable property registries); FIs and DNFBPs; other
authorities (such as supervisors or tax authorities; information held by stock
exchanges, and commercial databases) %°.

48. Below are the specific challenges for countries taking this approach via
different channels:

20

Interpretive Note to R.24, para. 8, FATF (2013a).
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FIs/DNFBPs

a) Information may be only available where the relevant entity or structure has
established or maintained business relationship with a Fl or DNFBP.

b) FIs and DNFBPs may not adequately implement CDD obligations as required
under R.10, including measures to identify and verify/monitor the identity of
the beneficial owner, and also apply specific measures required for legal
persons.

c) FIs and DNFBPs may not be adequately supervised or be provided with
sufficient guidance on how to properly conduct CDD.

d) FIs and DNFBPs may not have good understanding and knowledge to assist
competent authorities in determining the BO of a complicated legal structure.

Competent authorities

a) Competent authorities may not be aware of the relationship between the legal
person and FIs/DNFBPs.

b) Competent authorities may not be able to identify and contact easily the
FI/DNFBP if the FI/DNFBP is not subject to registration or licencing
requirements.

c) Competent authorities may not have sufficient procedures in getting
information from Fls and DNFBPs which may lead to undue delays in receiving
information.

d) In relation to tax information, other competent authorities (particularly law
enforcement authorities (LEAs)) may not be aware of the information
collected and maintained by tax authorities. In addition, the extent to which
tax authorities collect information on the ownership and control of legal
persons varies greatly from country to country, depending on the tax regime.

Companies listed on a stock exchange
a) The information is only available if the company is listed on a stock exchange.

b) There may not be specific obligation for stock exchange to collect,
verify/monitor and keep the information up-to-date for the purpose of
AML/CFT.

49.  The root causes of the challenges mentioned in paragraph 40 are the lack of
established mechanism in obtaining existing information by competent authorities
and the lack of mechanism on information sharing among competent authorities.

50. Competent authorities (particularly law LEAs) may not know where beneficial
ownership information is held if there is no registration/licensing system for FIs and
DNFBPs, which may affect their timely access to such information.

51.  The lack of mechanism for information sharing among competent authorities
is another obstacle to obtain and verify/monitor beneficial ownership information. In
fact, the Existing Information Approach can be effectively used in investigations if

i to information held by
other authorities (such as tax authorities, supervisory authorities, or land titles
offices).
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52.

The effectiveness of the Existing Information Approach also hinges on the

implementation of other FATF Recommendations including:

a)

b)

f)

9)

h)

53.

R.2, 37 and 40: Country should rapidly provide international cooperation in
relation to basic and beneficial ownership information.

R.10 and 22: FIs and DNFBPs to adequately implement CDD obligations,
including measures to identify and verify the identity of the beneficial owner.
Failure to adequately implement CDD under R.10 can lead to poor collection
of BO information.

R.11: FIs and DNFBPs to record the CDD procedures performed and maintain
these records for at least five years.

R.20 and 23: FIs and DNFBPs to report suspicious transactions;

R.26, 27 and 28: FIs and DNFBPs to be adequately supervised and supervisors
should have adequate powers to supervise or monitor.

R.30: competent authorities to be able to access the CDD information held by
FIs and DNFBPs in a timely manner

R.31: competent authorities to be i
accounts held by a FI.

R.34: FIs and DNFBPs to be provided with sufficient guidance on how to
properly conduct CDD.

R.35: Countries should ensure that there is a range of proportionate and
dissuasive sanctions, whether criminal, civil or administrative, available to
deal with natural or legal persons that fail to comply with the AML/CFT
requirements.

Therefore, it is important to take a holistic view in implementing the Existing

Information Approach. It is important to define the roles and responsibilities of each
stakeholder, empower them and equip them with the necessary resources and
support to carry out their functions.
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Section IV — The Suggested Effective System

Multi-pronged approach
to identify the beneficial owner(s) behmd Iegal persons,
=::=bng reeusnyiten -

Existing Information 00’%
Approach

L)
%
using existing sources of %’
information incl. financial [=3

information on
beneficial ownership

requmno companles

H[ +n Abtain

Multi-pronged approach

54.  As stated in Section Il (paragraph 14 above refers), countries should use one
or more of mechanisms (the Registry Approach, the Company Approach and the
Existing Information Approach) to ensure that information on the beneficial
ownership of a company is obtained by that company and available at a specified
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location in their country; or can be otherwise determined in a timely manner by a
competent authority?.,

55.
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may include, as appropriate, verification and monitoring of information, carrying out
CDD, identifying suspicious patterns and trends on beneficial ownership, reporting
suspicious cases and taking enforcement action.

61.  Each key stakeholder should know their obligations, understand the risks
involved in the form of legal persons, carry out their duties actively and continuously
on a timely manner with sufficient resources. The effectiveness of supervision and
law enforcement, as applicable, are also important to make sure that the relevant
parties have performed their duties.

62. Section 4.3 specifies the basic roles and responsibilities of each key
stakeholders and Section 5 supplements on the additional steps or defence that the
stakeholders can take to help competent authorities to obtain accurate and up-to-date
BO information to in a timely manner.

Suggested roles and responsibilities of each key stakeholder

63.  The key stakeholders involved in the system include the company itself,
company registry, obliged parties involved in company registration and verification
of information (such as lawyers, notary, and accountants), Fls, DNFBPs, supervisors
and self-regulated bodies (SRBs). The respective roles and obligations of each key
stakeholder are suggested as follows:

a) Company and legal persons

i.  Provide basic and BO information, via obliged parties (e.g. lawyers,
notaries, accountant, FIs) as required, for the company registry upon
registration.

ii. Provide basic and BO information, via obliged parties (e.g. lawyers,
notaries, accountant, Fls) as required, both annually and when changes
occur without delay to ensure that the information is up-to-date.

iii. Provide copies of documentation for verification of identity as requested.

iv. Keep shareholder registers, such as shareholder lists and information on
beneficial ownership (including the disclosure of the names of person(s)
on whose behalf shares are held), and make it available to competent
authorities or obliged entities upon request in a timely manner.

v. Keep updated the list of their representatives, including their roles,
functions and authority.

vi. Obtain updated information from their shareholders.
vii. Seek to apply restrictions against shareholders for failure to provide BO
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c) Company registry

d)

€)

V.

Keep basic information and make it publicly available.

Keep information on beneficial ownership and provide access to
competent authorities, including full search capability. The company
registry may make the information publicly available, or available to Fls
and DNFBPs. The company registry authority may also collect information
on the board of directors, senior management and the natural person
authorised to act on behalf of the company. In addition, directors are
required to be natural persons.

Verify or/and monitor the identity of the beneficial owners.

Apply sanctions when obligations are breached. Companies that fail to

provide BO information are subject to dissuasive administrative sanctions,
b §

also be held personally liable.

Report trend/pattern of activities to competent authorities as necessary.

Obliged parties (e.g. company registry authority, lawyers, notaries or
accountant, other Fls and DNFBPs, as required by the country?®)

Understand the ownership and control structure of the customer, and
understand the ML/TF risks in relation to legal persons.

. Adequately carry out CDD measures at the incorporation stage and

conduct ongoing CDD to make sure that the information on beneficial
ownership is accurate and up-to-date.

Identify indicators of misuse or unusual activity in the database and keep
in view the trend/pattern of suspicious structure of beneficial ownership
and report to relevant authorities as necessary e.g. using red flags, sample
testing, cross-checking with other data, and public data.

Fls and DNFBPs

Adequately carry out CDD measures at the incorporation stage and

conduct ongoing CDD on the business relationship, and scrutinise

transactions throughout the course of that relationship to ensure that the

transactions being conducted are consisten i

knowledge of the customer and its business and risk profiles, including,
2 3 6

Record the CDD procedures performed and maintain these records for at
least five years.

Report suspicious transaction activities.

f) Supervisors and SRBs

Conduct supervision and monitoring of all AML obliged persons including
FIs and DNFBPs and to ensure that they are complying with CDD
requirements.

23

An obliged party could be a company registry, FI or DNFBPs. In this case, the obliged party
needs to fulfil their duties in their own role and the role of being an obliged party.
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Conduct outreach to obliged parties or as applicable, companies, to foster
a greater understanding of the ML/TF risks, in particular of companies
being created for the sole or main purpose of laundering funds.

Produce guidance on additional steps which could or should be applied as
part of (enhanced) due diligence on legal persons.

Apply concrete and dissuasive sanctions (e.g. including monetary
penalties) in the case of non-compliance.

g) Competent authorities

Know what basic and beneficial ownership information is available in the
country, and which relevant parties are holding it.

Establish process and procedures in obtaining information on beneficial
information.

Assess the risks of legal persons being misused for ML/TF purposes in
order to improve the understanding of risks.

Ensure that there is adequate sharing of information on ML/TF risks,
trends and typologies between competent authorities and foster
communication with the reporting entities. This would ensure that
reporting entities, in particular, are more sensitive to and more familiar
with typologies.

Provide guidance to companies or shareholders, FIs and DNFBPs
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Section V - Suggested key features of an effective system

Key features of an effective system
to identify the beneficial owner(s) behind legal persons,
such as companies and foundations

43

Risk Assessment

64.  Along with the multi-pronged principle, the FATF has identified the following
suggested solutions to facilitate countries to tackle the challenges that they are facing.
These suggested solutions are identified from the practical experience of countries as
shown in the fourth round of FATF mutual evaluations and information provided by
countries in the earlier Horizontal Study.
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Risk assessment (relevant to core issue 5.2)

65. Countries should conduct a comprehensive risk assessment of legal persons
so as to develop a more thorough understanding of vulnerabilities and potential of
abuse of legal persons for ML/TF. This may also help countries to develop specific
measures for legal persons that are easily being misused for ML/TF.

66. In some countries, there is a designated agent commissioned to analyse the
ML/TF risks posed by all types of legal persons. Such agent considers relevant legal
and regulatory contextual issues particular to the country and multi-agency
information sources to identify trends and patterns, including:

a) review of relevant court cases;

b) suspicious transaction reports filed by obliged parties e.g. notaries, lawyers,
company registry, other Fls and DNFBPs;

c) practical experience of competent authorities;

d) A A ), i
amongst the various types of organised crime groups for certain forms of
company.

67.  The agent then conducts assessment regarding the risks of legal persons, and
share information on ML/TF risks, trends and typologies with competent authorities
and obliged parties. The sharing of current trends and typologies enables obliged
parties to consider the risks at the incorporation stage, and they can pay attention to
potential red flags at the incorporation stage.

68.  For countries which are an important regional and international financial
centre, more efforts should be put to identify, assess and understand the
vulnerabilities of corporate structures for ML/TF particularly in relation to
international threats.

Belgium

In 2018, an agent was hired at the Treasury (FPS Finance) to conduct a
horizontal risk analysis on legal persons which could be established
under the Belgian law. The analysis involved a study of the legal
framework as well as meetings with competent authorities to identify
trends and patterns. The purpose of the analysis was to enhance the
understanding and knowledge of competent authorities on the
vulnerabilities and potential abuses associated with each legal person,
and also to identify the loopholes and necessary legal reforms or
additional measures.

The analysis concluded that the most vulnerable structure is the private
limited liability company (SPRL/BVBA). This is the most common form
of legal persons. While most of them are properly registered, some of
them pose ML/TF risks. Fraudsters are aware of certain loopholes which
allow them to circumvent controls and misuse the structure to conduct
unlawful activities. This may lead to inaccuracy of the Registry. Another
risk is that legal persons that are registered are not necessarily active.
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This affects the accuracy of statistics and also allows the trading of
dormant companies to avoid the administrative process of creating or
dissolving a company.

Belgian authorities are aware of the threats and vulnerabilities and have
taken measures to address them. The Belgian Company Code has been
recasted to reduce the number of types of legal persons and harmonise
the rules applicable to profit and non-profit legal persons. Targeted
actions have also been launched. For instance, a task force has been
established by competent authorities to efficiently dissolve inactive
entities.

Indonesia*

Sectoral
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— Companies that operate trading business are prone to ML more
than other types of business, while social foundations and religious
institutions remain the most vulnerable to TF.

— From delivery channels perspective, fund transfers are the most
frequently used for in both ML and TF scheme.

— Despite of the stringent regulations, banking remains the reporting
party with the highest ML risk.

— Indonesia specifically covered international transactions in the
assessment and noted that some jurisdictions with perceived low
ML risk appear to have been used by Indonesian-based
corporations to keep their money.

*yet to undergo mutual evaluation as of September 2019

The United Kingdom

A thematic review of relevant legal entities (RLES) on the PSC Register

Following engagement with NGO community and Companies House
facilitating data analysis by NGOs, the risk of accidental or deliberate
misuse of the Relevant Legal Entity (RLE) exemption for the PSC register
was raised. Companies House has undertaken to check each RLE registered,
prioritising on a risk-based approach by focussing on those registered in
financial centres or countries with weaker transparency laws.

Circular ownership of companies is prohibited by Companies Act 2006. The

3 registrations are a result of a
misunderstanding of the person with significant control (PSC)
requirements, not deliberate. For a company to deliberately register a
circular loop would essentially disclose that they had breached s.136 of the
Companies Act and committing a false filing offence.

UK National Crime Agency (NCA) Intelligence Report - “The use of
corporate entities to enable international money laundering networks”

The NCA report examined the case of an overseas international money
launderer utilising UK corporate entities to launder the proceeds of crime.
In this example, the controller routed illicit funds to an overseas based
company from 11 UK corporate entities (Ltd company, Limited Liability
Partnerships (LLPs), Scottish Limited Partnerships (SLPs)), all of which
banked exclusively outside of the UK. The ownership of these companies
highlighted that they were often nominee partners or directors who had
been linked to suspicious offshore structures.

The key insights from this report included: the use of several different
] i £ 0 i

present a vulnerability; entities were often banked overseas where CDD
requirements or enforcement of regulations might be lower; and criminals
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take advantage of the perceived respectability of the UK business
community in order to provide a facade of legitimacy. This intelligence
report contributed to more fundamental reviews of the vulnerabilities
posed by LLPs and SLPs in respect of high-end money laundering. After the
report, the UK introduced several measures to improve transparency of
these entities and is expected to have mitigated some of the vulnerabilities
identified. For example, criminals can no longer hide beneficial ownership
through one of the partners being a corporate body registered in an
overseas jurisdiction.

Strategic intelligence assessment: ‘The use of corporate vehicles to hide
beneficial ownership’

This report identified the use of multiple corporate vehicles, and complex
structures using multiple jurisdictions consisting of a series of corporate
entities to obfuscate beneficial ownership. There are delays in identifying
the relevant jurisdiction(s), requesting, and accessing the required
information, assuming it exists. Organised crime groups and individuals
will be aware of this and will seek to complicate the structures as much as
possible. Furthermore, law enforcement have to rely on legal requirements
of that country e.g., details required when incorporating a company, which
vary considerably depending on the country. This is most apparent in a
country where secrecy is one of the main attractions for using that
jurisdiction. Furthermore, the report found that the use of SLPs created
further complications as they do not need to register for tax or provide
financial reports if the business is conducted abroad. SLPs can register
companies abroad in foreign offshore centres, which limits Her Majestyis
Revenue and Customs (HMRC);
the beneficial ownership is disguised in these companies. This analysis has
i -based approach and to understand the
vulnerabilities in the UK.

Switzerland

A dedicated inter-agency group for the assessment of AML/CFT
risks

Switzerland has established a national AML/CFT co-operation and co-
ordination framework led by the Interdepartmental Co-ordinating
Group on Combating Money Laundering and the Financing of Terrorism
(GCBF). All competent authorities regularly take part in this group. The
Group is responsible for the ongoing identification of risks to which the
country is exposed. Under the leadership of MROS (FIU), there is a
specific working group dedicated to risk analysis. The GCBF,
represented by high-level officials, proposes measures to address the
identified risks. The results of the works of the GCBF are submitted each
year to the Swiss Federal Council for information or for adoption of
further measures.

In June 2018, GCBF published an in-depth analysis on the AML/CFT risk
of legal persons and arrangements. This report, adopted in November
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2017, compiles extensive quantitative and qualitative data from
multiple sources of information from competent authorities, academia
and the private sector. It identifies the main threats and vulnerabilities
affecting Switzerland with regard to legal per-sons and arrangements
and addresses the residual risks by proposing measures, including at the
legislative level. The report is publicly available which ensures a wide
dissemination and awareness raising.

Adequacy, accuracy and timeliness of information in beneficial ownership

Obliged parties to verify or/and monitor the accuracy of the information
(relevant to core issue 5.3 and 5.4)

69. The country may appoint a fully regulated and effectively supervised
gatekeeper i.e. an obliged party which is subject to AML/CFT obligations, to ensure
the accuracy of the information. Such an obliged party should be fully aware of their
obligations, understand thoroughly the risks associated with all types of legal
persons, and verify or/and monitor the accuracy of information on beneficial
ownership. The role of this obliged party in authenticating and verifying/monitoring
the acts relating to the information on beneficial ownership throughout the whole
lifecycle of legal persons reinforces the reliability of information in particular when
its activities are constantly supervised and in sanctioned in case of identified non-
compliance.

70. In some countries, the company registrar is the obliged party who shall
perform CDD functions. The registrar checks information submitted by companies
against other sources (such as national identity registers or tax administrative
registers) to verify or/and monitor the information on beneficial owner. The registrar
also identifies anomalies or inconsistencies and make reports to the competent
authorities.

71. In some countries, the involvement of a notary, a lawyer or an accountant, who
is an obliged party subject to AML/CFT obligations, is required at the company
incorporation stage, as well as subsequent stages to validate and ensure accuracy of
information reflected in the business register and authenticate changes in ownership.
Such obliged party is under the supervision of a designated supervisor that is
responsible for verifying compliance with these CDD obligations. Some countries
implemented additional mitigation measures by verifying or/and monitoring the
identity of the obliged party. The company registry will check against the relevant
register to confirm that the obliged party is a qualified professional and that his/her
licence has not been suspended or revoked.

72. In some countries, it is mandatory to open a bank account with an obliged FI
(e.g. banks) before completing company registration. This entails a separate CDD
process by FIs where beneficial owners of the company are identified. Such a
requirement can help with verification of BO at the time the legal person is created. If
there were a requirement to maintain this (or another) bank account throughout the
life of the legal entity, then it could also contribute to maintaining up-to-date
information, by leveraging the j or
identify when changes occur.
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Denmark

When establishing a company in Denmark, obliged parties subject to
AML/CFT obligations (lawyers or auditors) are often involved at the
incorporation stage as the business register requires confirmation from
a lawyer, auditor or bank that the required capital has been paid in full.
Hence, obliged entities that must perform CDD are very often involved
at the incorporation stage.

Danish natural and legal persons that are creating or managing legal
persons by making registrations in the Central Business Register (CVR)
are required to use a special form of ID (NemID), issued by a government
agency. NemID is a common secure login to the Internet that is used for
a variety of purposes, such as online banking, finding out information
from the public authorities, or engaging with businesses. This electronic
login leaves an electronic footprint and gives the DBA digital information
about the person making a registration which can be used in various
control situations.

Further, when making a registration in the Central Business Register,
everyone must sign an electronic declaration stating that the
information put in the business register is correct.

Guernsey*

Validating beneficial ownership information and providing
information to TCSPs on their “gatekeeper role” in the formation and
administration of legal persons

Only licensed trust and company service providers (TCSPs) who are
subject to full AML/CFT and prudential supervision in Guernsey by the
Guernsey Financial Services Commission (GFSC) can incorporate legal
persons in Guernsey. TCSPs have been subject to requirements to
identify and verify the beneficial owners of all structures for whom they
3 BT
introduced additional legislation requiring all Guernsey legal persons to
disclose the identity of their beneficial owners to a central register of
beneficial ownership. Transitional provisions in this law required
accurate and up to date beneficial ownership information to be provided
to the Register on existing legal persons before the end of February
2018.

In the second half of 2018, the GFSC undertook a thematic review to
assess the effectiveness of the 2017 legislation for ensuring the accuracy
of information on the Register about the beneficial ownership of
Guernsey legal persons, which are administered by TCSPs. The review
consisted of an extensive survey of all licensed TCSPs who were required
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Italy

Notaries in Italy perform a public function. The information that they
provide is deemed self-sufficient, and its content is verified through the
automated checks. At the time of incorporation, the information is entered
on the basis of a public deed prepared by a notary and processed online
through the use of a digital signature. The public deed itself is available to
i i ks are conducted by the IT system upon
registration. They include an automated calculation of shares (to ensure
i Yo T
exceed the proposed total) as well as an automated validation of
information such as the tax ID number entered, digital signature Aand
therefore the identifyA of the applicant, and of the payment of the
mandatory fees and taxes. Additional automated checks are also performed
with respect to new information entered into the system (for example to
ensure that shares are only transferred by persons who are already in the
system). Any anomaly highlighted by these automated checks is analysed
by the Business Register staff before the publication is authorised.

Israel

In addition to the mandatory involvement of an Israeli lawyer for both the
online and paper registration process to verify the signatures of
shareholders and directors, the vast majority of applications made in paper
form are submitted to the registry by lawyers who are subject to CDD
obligations, including an obligation to obtain and retain beneficial
ownership information. The Israel Companies Authority (ICA) confirmed
that the vast majority of all registered company applications are submitted
by Israeli lawyers. These lawyers are subject to CDD obligations on
beneficial ownership. The Mol is in charge of verifying compliance with
these CDD obligations.

The ICA has implemented additional mitigation measures in relation to
potential abuse by use of online applications. Such applications must be
submitted by a lawyer subject to AML/CFT obligations, who is identified by
an electronic certificate. The identity details of that lawyer are checked
against the Bar Association's register to confirm he/she is a qualified
lawyer and that his/her licence has not been suspended or revoked. There
is one exception, which is rarely used, when the application is submitted by
ashareholder who is the sole shareholder and a director of acompany. Such
applications require the identification of that shareholder on the on-line
system by an electronic certificate (which is issued only after a face-to-face
meeting with the shareholder/director concerned). In addition, the ICA
requires the applicant (i.e. the lawyer or shareholder) to upload a copy of
the by-laws, signed in the presence of a lawyer required to verify the
signature of the shareholder on the articles of association A hence, sole
shareholders making online applications are also subject to identification
measures.
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Japan*

On 30 November 2018, the amendment of the Ordinance for the
Enforcement of the Notary Act came into force. Under the amended
ordinance, to incorporate stock companies (the most commonly used form
of legal entity), general incorporated associations and general incorporated
T § 304
(clients) are required to report to notaries the information regarding the
identity of the person who ultimately owns or controls the legal person they
establish when notaries certify articles of association. In Japan, the articles
of association must be certified by notaries to incorporate these legal
entities. The clients also need to report to notaries whether the person who
ultimately owns or controls the legal person is a member of organised
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In 2018, with a focus on the accuracy of the Register, the Jersey Financial
Services Commission (JFSC) carried out a series of themed examinations to
a cross section of TCSPs who provide administ